
Keep data safe and meet compliance mandates with backups 
Data continues to grow exponentially from sources such as big data, mobile apps, and IoT, 
and organizations must manage additional protection and compliance mandates. As a 
result, IT managers are under pressure to keep massive amounts of backup data both safe 
and available – plus shorten recovery times, reduce service interruptions, and of course, 
cut costs.

Maintaining backups is not a set-it-and-forget-it process, whether backups are in a vault, 
colo, or part of a secondary datacenter site. You need to maintain the media, systems, and 
facilities to make sure data is readily available. 

Replace your existing on-premises or off-site backup 
solution with Azure
An excellent option for long-term off-site storage is Azure, which offers a secure, scalable, 
and cost-efficient platform. Azure provides a platform for restoring data or services during 
minor incidents, or full disaster recovery in the event of a major disaster.

Moving the backup function to Azure is a smart move. In an ideal scenario, you can move 
data directly over the network if you have sufficient bandwidth or are using Azure Express 
Route. 

If your network is heavily used, however, you may not have sufficient bandwidth to migrate 
backup data over your existing connection. This can create a challenge for moving 
the first-full backup, which can contain tens or hundreds of terabytes of data. In such 
scenarios, backup data transfer processes can take weeks, months—even years—to 
complete! To solve this issue, Microsoft has created secure, simple-to-use data transfer 
devices: Azure Data Box family.

Your options for data migration 
For data transfers where the network isn’t sufficient to move large volumes of data into 
Azure, Data Box offline devices offer fast, simple, and secure solutions. They are simple 
to order and use, help keep your data secure with Advanced Encryption Standard (AES) 
encryption and post-upload device sanitization, and offer high-speed connectivity for 
moving data into the cloud efficiently. 

Use Case:
Back up data into Azure 
with Azure Data Box
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Data Box devices come in small, medium, and large sizes; one is perfect for your needs:

• Small:  Data Box Disk—a small form factor 8 TB SSD, orderable in sets of five

• Medium:  Data Box—a ruggedized, highly secure 100 TB portable device 

• Large: Data Box Heavy—a 1 PB device for lifting massive data payloads to Azure

Once the initial bulk backup data has been uploaded into Azure via a Data Box, the 
ongoing backups will use the network to transfer incremental updates to the cloud, 
as illustrated in the diagrams on the following page.

To learn more about Data Box devices and how they can help solve your backup data 
transfer challenges, go to: http://azure.com/databox 

How it works: Data Box facilitates backup data transfer into 
Azure
The Azure cloud provides a secure, economic offsite storage repository for backup data. 
The illustrations that follow show how Data Box helps move backup data into Azure in a 
few simple steps:

2

Typical data center configurations store backups off-site from the primary data center.

During the cloud data migration process, Data Box helps move the initial bulk data to Azure.

An added benefit: Azure provides infrastructure, allowing restoration of selected data or applications 
for dev/test scenarios—all the way to a full Disaster Recovery environment for your business!
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Azure partners integrate with Data Box 
A variety of Azure partners offer products and services integrated with Data Box to make 
data transfers easier, faster, and better. The Data Box partner page contains a list of Azure 
Data Box partners who specialize in big data and other Azure-related products and services.    

Customer success stories

University of Central Florida:
UCF used Azure Data Box to quickly and safely transfer the bulk of its on-premises data 
into the Azure cloud platform to be managed by Commvault. The university saved time 
and money and the project helped paved the way for additional cloud projects.

“Azure Data Box is allowing us to accelerate the retirement of physical media in a 
fraction of the time it would have taken to copy our data over the network.”

- Bob Mello, Infrastructure Manager, University of Central Florida

Oceaneering International
Oceaneering International is using Azure Data Box to get data from the depths of the 
ocean to Azure datacenters in a fraction of the original time.

“Thanks to Azure and the Data Box, data that used to take seven months to get to 
the customer now takes about a week.”

- Mark Stevens, Director, Oceaneering

Summary
Azure offer a sensible option for your off-site backup storage requirements. Whether for 
long-term backups or disaster recovery, Azure provides a simple, safe, and cost-effective 
alternative to second site storage. Your ability to scale up and down with Azure services 
helps you avoid overprovisioning and underutilization.

Azure offers more than just a place to store backups. It provides full datacenter 
capabilities. You can use it as a platform for restoring data or services during minor 
incidents, or full disaster recovery in the event of a major disaster. In other words, you can 
run your entire datacenter in Azure if your primary datacenter goes down.  Additionally, 
you can restore to Azure for other functions like dev/test and reporting.

However, moving backup data into Azure can create a challenge due to the size of the 
initial bulk transfer. The data—which can be terabytes and even petabytes in size—can 
take an unacceptably long time to move across the network, especially in a limited 
bandwidth scenario. In those cases, when the network isn’t an option, Data Box devices 
offer fast, simple, and secure ways to transport large amounts of backup data into Azure. 

Learn more about the Azure Data Box family

To learn more about how Data Box devices can help your data transfer challenges, go to 
http://azure.com/DataBox.  

Read their success story here

For video click here

http://azuremarketplace.microsoft.com/campaigns/databox/azure-data-box
http://azure.com/DataBox
http://customers.microsoft.com/story/university-of-central-florida-higher-education-azure
https://www.youtube.com/watch?v=y0nGRHw3Zqc

